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1. Introduction

This document is a user manual for Web Signer 1.0.7 (Web Signer), which enables

end user to create a qualified electronic signature in the web browser in accordance
with valid legislation of Slovak Republic.

1.1. Abbreviations

API - Application Programming Interface
(O] - Operating system

PKCS - Public Key Cryptography Standard
QsCcb - Qualified Signature Creation Device
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2. Product description

Web Signer allows end users to sign electronic documents with a qualified electronic
signature in web browser. It is available in multiple technology variants designed
specifically for the most popular web browsers.

21. System requirements
The basic precondition for successful use of the application is to use a supported

operating system along with a supported web browser.

On the Microsoft Windows platform, application has been tested in Windows 7,
Windows 8.1 and Windows 10 with Microsoft Internet Explorer 11, Microsoft Edge 42,
Mozilla Firefox 63 and Google Chrome 70 browsers.

On Linux platforms, application has been tested in Debian 8 and 9, Ubuntu 16.04 and
18.04, Mint 18 and 19 with Mozilla Firefox 52 - 63 and Google Chrome 70 browsers.

On Mac OS X, application functionality has been tested in Mac OS X 10.13 with Mozilla
Firefox 63 and Google Chrome 70, and in Mac OS X 10.10 with Safari 8.

The application may also work with unlisted versions of operating systems and
browsers.

2.1.1. Microsoft Internet Explorer

In Microsoft Internet Explorer, on the Microsoft Windows operating system, Web
Signer is typically used in the form of ActiveX component that needs to be installed
before the first use.

The .NET Framework 2.0 or higher is required to run the Web Signer ActiveX
component.

The component is compatible with QSCD devices that communicate via Microsoft
CryptoAPI or PKCS#11 API.

2.1.2. Microsoft Edge

A standalone Web Signer application along with a dedicated browser extension is
required for Microsoft Edge on Microsoft Windows 10. Both application and extension
needs to be installed before the first use.

Browser extension requires Microsoft Edge 40 or newer that is available in Windows
10 since version 1703 also known as Creators Update.

Application requires .NET Framework that is the standard part of Microsoft Windows
10.
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Application is compatible with QSCD devices that communicate via Microsoft
CryptoAPI or PKCS#11 API.

2.1.3. Mozilla Firefox 51 or older

JAVA applet version of the signing application is used in Mozilla Firefox 51 or older
on Microsoft Windows, Linux and Mac OS X platforms.

Applet does not need to be installed but JAVA Runtime Environment 1.6 (JAVA 6) or
newer (JAVA 7 or JAVA 8) needs to be present on your computer.

Applet is compatible with QSCD devices that communicate via PKCS#11 API.
2.1.4. Mozilla Firefox 52 or newer

A standalone Web Signer application along with a dedicated browser extension is
required for Mozilla Firefox 52 or newer on Microsoft Windows, Linux and Mac OS X.
Both application and extension needs to be installed before the first use.

The .NET Framework 2.0 or higher is required on the Microsoft Windows platform.

On Microsoft Windows platform, application is compatible with QSCD devices that
communicate via Microsoft CryptoAPl or PKCS#11 API. On other platforms,
application is compatible with QSCD devices that communicate via PKCS#11 API.

2.1.5. Safari

JAVA applet version of the signing application is used in Safari on Mac OS X.
See chapter 11.1 for detailed information on supported versions of Safari.

Applet does not need to be installed but JAVA Runtime Environment 1.6 (JAVA 6) or
newer (JAVA 7 or JAVA 8) needs to be present on your computer.

Applet is compatible with QSCD devices that communicate via PKCS#11 API.
2.1.6. Google Chrome

A standalone Web Signer application along with a dedicated browser extension is
required for Google Chrome on Microsoft Windows, Linux and Mac OS X. Application
along with the extension needs to be installed before the first use. Extension for
Chrome (without Web Signer signing application) is also available in Chrome Web
Store.

The .NET Framework 2.0 or higher is required on the Microsoft Windows platform.

On Microsoft Windows platform, application is compatible with QSCD devices that
communicate via Microsoft CryptoAPl or PKCS#11 API. On other platforms,
application is compatible with QSCD devices that communicate via PKCS#11 API.
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3. Description of graphical user interface

Graphical user interface of the application consists of main window and the
certificate selection window.

3.1. Main application window

Graphical user interface of the main application window contains one toolbar at its

top and one toolbar at its bottom. The application can operate in signing or viewing
mode.

8 910 1112
diz5ig

Web Signer
1.0.7

LB
User Guide

[#] Click to choose signing certificate| | Sign|

Figure 3-1 Main application window in signing mode
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Document is available only for viewing

Figure 3-2 Main application window in the viewing mode

The following table describes individual controls available in the main window:

Control number

Control description

"Previous Page" button
Click the button to view the previous page of the document.

2 ,Next page“ button
Click the button to view the next page of the document.

3 "Current Page" field
This field contains the number of currently displayed page of the document. In
this field, you can also manually enter the page you want to view and confirm
the entry by pressing the "Enter” key.

4 »Total number of pages“ field
This field contains a number representing the total number of pages of the
document.

5 »Zoom in“ button
Click on the button to zoom in the displayed page.

6 »Zoom out“ button
Click on the button to zoom out the displayed page.

7 ,»current zoom*“ field
This field contains current zoom value for displayed page and allows you to
change it by selecting one of the predefined values.

8 »View page width“ button
Click the button to adjust zoom level so that whole page width is displayed.

9 »View whole page* button
Click the button to adjust zoom level so that the entire page is displayed.

10 »View original size“ button
Click the button to adjust zoom level so that page is displayed in its real size
(100%).

11 »About“ button
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Click the button to view application version information.

12 »derver name* field
Main window title always shows the name of the server the application is
communicating with. User is required to verify that application communicates
with the correct server.

13 ,Certificate selection“ button
Button is only available in signing mode. Click the button to select signing
certificate. Button title “Click to choose signing certificate” indicates that
signing certificate has not been selected yet and it is not possible to sign the
document yet. After the signing certificate has been selected the button title
changes to the text describing the selected certificate and “Sign” button
becomes active.

14 ,3ign“ button
Button is only available in signing mode. Click the button to sign currently
displayed document.

15 ,Close“ button

Button is only available in viewing mode. Click the button to close the
application.

3.2. Certificate selection window

Graphical user interface of the certificate selection window clearly presents
available certificate stores and their contents. The user can choose one specific
certificate that will be used for document signing.

Select signing certificate *
Store: IWindows certficate store 1~ I
Driver: | | 2| 3
(7 Certificate store "Curment User\My"

Bl Joseph Beautiful PSEUDONYM - CA Disig QCA3 - 11A73928280E3F001380

a4
Certificate properties
Subject SERIALNUMBER=11A73528280E3F0013b0, C=5K, OID.2.5.4 65=Joseph H
lssuer CN=CA Disig QCA3, OU=ACA-307-2007-2, O=Disig a.s., SERIALNUMBER=
Serial number 11479528280E3F0013B0
Valid from 7/31/2017 3:08:52 PM
Valid to 7/31/2018 3:08:52 PM
Qualified VES
Thumbsprint EDEAE287DEDE3I7ASCEBAEDADGAA0E24CIDAI5SBES 5
< >

| ok 6] | cancel 7|

Figure 3-3 Signature Certificate Selection Window

The following table describes individual controls available in the certificate selection

window:

Control number

Control description

,»Store“ field
This field contains the list of currently available signing certificate stores that
were predefined by the service provider. Certificates located in the selected
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store will be show in the field no. 4 when a particular store is selected.
Depending on the type of selected store, application may request user to enter
the PIN code needed to access the store.

,Browse* button

Click the button to select an arbitrary PKCS#11 library that will provide access
to an alternative signing certificate store.

Note: This feature may not be available on all web sites.

»,Refresh* button
Click the button to reload list of signing certificates from selected store.

,List of certificates* field
This field contains a list of certificates available in the selected store.

»Certificate properties“ field
This field contains details about the certificate selected in a filed no. 4.

,OK* button
Click the button to confirm that you want to use certificate that is selected in
the field no. 4 as a signing certificate.

,Cancel“ button
Click the button to close the application the window without changing current
signing certificate.
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4. Application installation

4.1. Microsoft Windows

Start the installation by executing the installation
,Disig_Web_Signer_1.0.7_*.msi*“.

package named

1 Disig Web Signer 1.0.7 Setup

Welcome to the Disig Web
Signer 1.0.7 Setup Wizard

The Setup Wizard will install Disig Web Signer 1.0.7 on your
computer, Click ™Mext™ to continue or "Cancel” to exit the
Setup Wizard.

N
I8

Figure 4-1 First step of installation

Continue by clicking ,Next >”.

1 Disig Web Signer 1.0.7 Setup —

Select Installation Folder
Thig is the folder where Disig Web Signer 1.0.7 will be installed.

To install in this folder, dick ™ext™. To install to a different folder, enter it below or dick
Browse",

Folder:
|C: \Program Files (x886) \Disig'\Disig Web Signer 1.0.7 Browse...

Advanced Installer

= ==

Figure 4-2 Second step of installation

Select destination directory where the application will be
,Next >” to continue.
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installed and click

Page 12 of 37




Web Signer 1.0.7 - User Guide di:j’g

15 Disig Web Signer 1.0.7 Setup X

Ready to Install
The Setup Wizard is ready to begin the Disig Web Signer 1.0.7 installation

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”™. Click "Cancel” to exit the wizard.

Advanced Installer

< Back *‘w Cancel

Figure 4-3 Third step of installation

Click ,,Install” to continue.

1 Disig Web Signer 1.0.7 Setup b

Completing the Disig Web
Signer 1.0.7 Setup Wizard

Click the "Finish" button to exit the Setup Wizard.

< Back Cancel

Figure 4-4 Fourth step of installation

Click ,,Finish” to finish the installation.

4.2. Linux

This chapter describes the installation on Ubuntu 18.04. The procedure may be
different for other versions or other distributions.

Start the installation by double clicking the installation package named “disig-web-
signer-1-0-7_*.deb” in the graphical user interface

Version 1.10 from 23.11.2018 Page 13 of 37




Web Signer 1.0.7 - User Guide di:j’g

disig-web-signer-1-0-7

disig-web-signer-1-0-7
\"f" Disig Web Signer

Install

Qualified signature creation application.

Details

Version 1.1.5-1.ubunty]|

Updated Never

License Proprietary

Source disig-web-signer-1-0-7_1.1.5-1.ubuntu_amdé&4.deb

Download Size 0 bytes

Figure 4-5 Installing package with Ubuntu Software application

In “Ubuntu Software” application, continue by clicking “Install” button. Application
may ask you to enter your user password and by doing so grant a permission to install
the software.

Once the package is installed successfully, “Ubuntu Software” application can be
closed.

4.3. MacOS X

This chapter describes the installation on Mac OS X 10.13. The procedure may be
different for other operating system versions.
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Start the installation by double clicking the archive named
“Disig_Web_Signer_1.0.7_*.dmg” in the graphical user interface.

0@ . Disig_Web_Signer

-

Disig_Web_Signer.pkg

Figure 4-6 Contents of the installation archive
Continue by clicking on the installation package " Disig_Web_Signer.pkg ".

@ « Install Disig Web Signer 1.0.7 1.1.4 a
Welcome to the Disig Web Signer 1.0.7 1.1.4 Installer

You will be guided through the steps necessary to install this

Introduction
software.

Destination Select
Installation Type
Installation

Summary

Continue

Figure 4-7 First step of installation

Continue by clicking “Continue”.
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[ ] « Install Disig Web Signer 1.0.7 1.1.4 a
Standard Install on “Macintosh HD"

T This will take 29,4 MB of space on your computer.

Destination Select Click Install to perform a standard installation of this software
i on the disk "Macintosh HD".

Installation Type

Installation

Summary

Change Install Location...

Go Back Install

Figure 4-8 Second installation step

Click ,,Install” to continue.

Installer is trying to install new software.

i I'E'- Enter your password to allow this.

User Name: | user

Password: |

Cancel Install Software

Figure 4-9 Third Installation Step

The operating system may ask you to enter your user password and by doing so grant
a permission to install the software. Enter your password and click "Install Software”
button to proceed
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[ ] « Install Disig Web Signer 1.0.7 1.1.4 [}

The installation was completed successfully.

Introduction
Destination Select
Installation Type
Installation

© Summary The installation was successful.

The software was installed.

Figure 4-10 Fourth step of installation

Click ,,Close” to finish the installation.
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5. Microsoft Internet Explorer

In Microsoft Internet Explorer, on the Microsoft Windows operating system, Web

Signer is typically used in the form of ActiveX component that needs to be installed
before the first use.

5.1. Application installation

The application needs to be installed by following the procedure described in
chapter 4.

5.2. Document signing

Right after the start, application displays first page of the selected document.

I Disig Web Signer (Server: zep.disig.sk, Document: 2017-08-30-4fb2930a-9292-46d7-aebc-352a2 Teededh) — O ®
Q 1/ @ 3 133% 0O D@

Web Signer

1.0.7

L
User Guide

5] Click to choose signing certificate Sign

Figure 5-1 Main application window right after the start

Signing certificate can be selected by clicking “Click to choose signing certificate”
button at the bottom of the window. Certificate selection window will be displayed
and will present certificates available in Microsoft Windows certificate store or in
store accessible via PKCS#11 library. User can choose from signing certificate stores
that were predefined by the service provider or can select an arbitrary PKCS#11
library that will provide access to an alternative signing certificate store. Application
may request user to enter the PIN code needed to access selected certificate store.
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Select signing certificate

Store:

|‘.‘\|'ind0ws certificate store

Driver: |

& Ll

| Certificate store "Cument User\My"
B Joseph Beautiful PSEUDONYM - CA Disig QCA3 - 11A79928280E3F001380

Certificate properties
Subject

lssuer

Serial number

Walid from

Walid ta

Qualified

Thumbprint

<

SERIALNUMBER=11A75928280E3F001300, C=SK, OID.2.5.4 65=Joseph B
CN=CA Disig QCA3, OU=ACA-307-2007-2, O=Disig a.s., SERIALNUMBER=t
11A79928280E3F0013B0

7/31/2017 3:08:52 PM

7/31/2018 3:08:52 PM

yes

5DBAE287DEDE3ITABCEBBA6DADEAL0E24C3D435BES

>

o]

Cancel |

Figure 5-2 Selection of the signing certificate

Signing certificate must be selected and the selection confirmed by clicking “OK”
button. After the signing certificate has been selected the button title in the main
window changes to the text describing the selected certificate. Signing certificate
can be changed at any time by clicking the same button.

I} Disig Web Signer (Server: zep.disig.sk, Document: 2017-08-30-4fb2030a-9202-46d7-aebe-352a2Teededh) — O x

3]

1749 |@® @ 3333%

00D @

Web Signer

1.0.7

am
Wser Guide

"iiﬂJ Signing certificate: Joseph Beautiful PSEUDONYM |« Sign

Figure 5-3 Main application window after the selection of signing certificate

After you review content of the document and click the ,,Sign“ button, a dialog
window requesting PIN code for QSCD device will appear.

Version 1.10 from 23.11.2018
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Disig Web Signer X

Flease enter your PIN.

Token: Card05 V4.4
Slot: Gemalto USE Key Smart Card Reader 0

|
| Cancel |

Figure 5-4 Entering the PIN code

Signing process continues once the valid PIN code is entered. Depending on the QSCD
device type, you may also need to enter a secondary authentication PIN code to
access the private key.

Dialog window informing about the successful signing will appear once the document
is signed. After it is confirmed by clicking on “OK” button, Web Signer will be
automatically closed and signed document will be made available to the web site.

5.3.

Disig Web Signer *

'0' Document signed successfuly

Figure 5-5 Dialog window informing about the successful document signing

Collecting the diagnostic information

The procedure for collecting the diagnostic information is the same as the procedure
described in the chapter 10.2.

Version 1.10 from 23.11.2018
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6. Microsoft Edge

A standalone Web Signer application along with a dedicated browser extension is
required for Microsoft Edge on Microsoft Windows 10. Both application and extension
needs to be installed before the first use.

6.1. Application installation

The application needs to be installed by following the procedure described in
chapter 4.

6.2. Installation of browser extension

After the successful installation of standalone Web Signer application, you need to
install browser extension for Microsoft Edge. This chapter describes the installation
on Windows 10 version 1803. The procedure may be different for other versions.

During the installation of browser extension, your operating system must allow
installation of applications from trusted sources other than just Windows Store. If
you are unable to enable this option for any reason, your only option is to use Web
Signer in another browser.

Open “Settings” application from the start menu.

Settings - o %
Windows Settings

Find a setting

g System E"—‘ Devices D Phone
Display, sound, notifica 2 Bluetooth, printers, mouse Lin I
pow

@ Network & Internet @ Personalization E_: Apps
Wi-Fi, airplane mode, VPN Background, lock screen, colors %= Uninstall, defaults, opt

featu

R Accounts (o) Time & Language @ Gaming
o etonte e o AF .
our accounts, email, sync, Speech, region, date Game bar, DVR, & a
wark, family Game Mod

(:];7' Ease of Access El Privacy S Update & Security

Narrator, magnifier, high Location, camera
contrast backup

/O Search
Language, permissions, history

Figure 6-1 Opening “Settings” application

Version 1.10 from 23.11.2018 Page 21 of 37




Web Signer 1.0.7 - User Guide

i=5ig

Select “Update & security” option.

(= Settings

far  Home

For developers

Find a setting

» | Use developer features

Update & Security
> Windows Update

&  Windows Security

I

Backup

Troubleshoot

® %

Recovery

Activation

B ®

Find my device
I it For developers

B Windows Insider Program

These settings are intended for development use only.

Learn more

o Microsoft Store apps

Only install apps from the Microsoft Store.

@ Sideload apps
nstall apps from other sources that you trust, like your
workplace.

O Developer mode

nstall any signed and trusted app and use advanced
development features.

Enable Device Portal

Device discovery

Figure 6-2 Changing the settings in “Settings” application

Select “For developers” option from the left menu and then “Sideload apps” option
from the center part of the window.

Start the installation by executing the installation package named “Edge extension
1.0.0.0 for Disig Web Signer 1.0.7.appxbundle” located in "C:\Program Files
(x86)\Disig\Disig Web Signer 1.0.7\Extension\Edge" directory.

1.0.77

Capabilities:

Install Edge extension for Disig Web Signer

Publisher: Disig, a.s. Q

Version: 1.0.0.0

= Uses all system resources

Launch when ready

Click ,,Install” to continue.

Version 1.10 from 23.11.2018
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Edge extension for Disig Web Signer 1.0.7 - [m] K

Edge extension for Disig Web Signer
Extensi

sion versian 1.0.0.0

This application is started automatically by web browser.

oK

Figure 6-4 Second step of installation
Close the window or click “OK” to finish the installation.

Operating system setting related to installation of applications from other trusted
sources then just Windows Store needs to be set back to its original state after the
successful installation of extension.

6.3. Document signing

The procedure for document signing in Microsoft Edge is the same as the procedure
described in the chapter 5.2.

In case the signing application does not start, follow the procedure described in the
chapter 11.2 and verify that browser extension “Disig Web Signer 1.0.7” is not just
installed but it is also enabled.

6.4. Collecting the diagnostic information

The procedure for collection of diagnostic information is the same as the procedure
described in the chapter 10.2.
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7. Mozilla Firefox 51 or older and Safari

Mozilla Firefox 51 or older on Microsoft Windows, Linux and Mac OS X platforms and
Safari older than 12 on Mac OS X both use JAVA applet form of Web Signer.

7.1. Application installation

JAVA applet does not need to be installed.
In order to verify the ability of a web browser to use JAVA applets visit:

http://java.com/en/download/testjava.jsp
7.2. Document signing

During the initialization of JAVA applet, a dialog window may be displayed informing
you that the trusted publisher has signed the applet.

Do you want to run this application?

Name: Disig Web Signer
(
“E('> Publisher: Disiga.s.
e
Location: https://zep.disig.sk
This application will run with unrestricted access which may put your

computer and personal information at risk. Run this application only if you
trust the location and publisher above.

Do not show this again for apps from the publisher and location above

6 More Information __Run | Cancel

p =

Figure 7-1 Confirming that JAVA applet is trusted

After you enable execution of the applet by clicking “Run” button, second dialog

window will be displayed requesting you to allow communication between the applet
and web site.
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Security Warning

er-‘- Allow access to the following application from
= this web site?

Web Site: https://zep.disig.sk

Application: Disig Web Signer

Publisher: Disig a.s.
This web site is requesting access and control of the Java application shown
abowve. Allow access only if you trust the web site and know that the application is
intended to run on this site.

Do not show this again for this app and web site.

! More information Allow Do Not Allow

Figure 7-2 Enabling communication between application and web site

After you enable the communication by clicking “Allow” button, the content of the
selected document will be displayed.

From this point, the procedure for document signing continues the same way as
described in the chapter 5.2.

7.3. Collecting the diagnostic information

The procedure for collection of diagnostic information is the same as the procedure
described in the chapter 10.3.
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8. Mozilla Firefox 52 or newer

A standalone Web Signer application along with a dedicated browser extension is
required for Mozilla Firefox 52 or newer on Microsoft Windows, Linux and Mac OS X.
Both application and extension needs to be installed before the first use.

8.1. Application installation

The application needs to be installed by following the procedure described in
chapter 4.

8.2. Installation of browser extension

After the successful installation of Web Signer application, browser extension needs
to be installed using the file “websigner.1.0.7.selfdist@disig.sk.xpi” located:

= on Microsoft Windows platform in directory
C:\Program Files (x86)\Disig\Disig Web Signer 1.0.7\Extension\Firefox

m on Linux platform in directory
/opt/disig/websigner/firefox

= on Mac OS X platform in directory
/Applications/Disig Web Signer.app/Contents/SharedSupport/Firefox/

@ OpenFile bet
<« v P <« Program Files (x86) » Disig » Disig Web Signer 1.0.7 » Extension » Firefox v O Search Firefox e

Organize « Mew folder =~ O @

~
A i - -
[ This PC Name Date modified Type Size

J 3D Objects || websigner.1.0.7.selfdist@disig.sksxpi 41572017 3:26 PM XPI File 23 KB
[ Desktop
|=| Documents
4 Downloads
J’! Music
=/ Pictures

B videos

‘am Local Disk (C2)
v

File name: | websigner.1.0.7.selfdist@disig.skxpi v| All Files ~

cance'

Figure 8-1 First step of extension installation

In the browser press “Ctrl + O” or “Cmd + O” key combination and select specified
XPI file.
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I

& MNewTab x
c ‘Q‘ C}\ Search with Google or enter address

Add Disig Web Signer 1.0.77

It requires your permission to:

® Access your data for all websites
® Exchange messages with programs other than Firefox '

Cancel

Figure 8-2 Second step of extension installation

Extension installation needs to be confirmed by clicking “Install” button.

@ MNewTab x

I

c ‘@' Q_ Search with Google or enter address

n Disig Web Signer 1.0.7 has been added to Firefox.
l Manage your add-ons by clickingﬁ-in the = menu.

Figure 8-3 Third step of extension installation
Information about the successful installation of the extension needs to be confirmed
by clicking “OK” button.

8.3. Document signing

The procedure for document signing in Mozilla Firefox is the same as the procedure
described in the chapter 5.2.

8.4. Collecting the diagnostic information

The procedure for collection of diagnostic information on Microsoft Windows
platform is the same as the procedure described in the chapter 10.2.

The procedure for collection of diaghostic information on Linux and Mac OS X
platforms is the same as the procedure described in the chapter 10.1.
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9. Google Chrome

A standalone Web Signer application along with a dedicated browser extension is
required for Google Chrome on Microsoft Windows, Linux and Mac OS X. Application
along with the extension needs to be installed before the first use. Extension for
Chrome (without Web Signer signing application) is also available in Chrome Web
Store.

9.1. Application installation

The application needs to be installed by following the procedure described in
chapter 4.

9.2. Extension installation to browser

After the successful installation of standalone Web Signer application, availability of
“Disig Web Signer 1.0.7” extension should be announced during the next startup of
Google Chrome browser.

"Disig Web Signer 1.0.7" added

Another program on your computer added an extension that may change the

way Chrome works,
It can:
» Read and change all your data on the websites you visit

= Communicate with cooperating native applications

Remove from Chrome

Figure 9-1 Chrome extension installation
Extension needs to be enabled by clicking "Enable extension” button.

If needed, the extension can also be manually installed from the Chrome Web Store
where it is available at the following address:

https://chrome.google.com/webstore/detail/disig-web-signer-
107 /odbdbcaekkgabdfaabepfjgiooilmaoe

Version 1.10 from 23.11.2018 Page 28 of 37




Web Signer 1.0.7 - User Guide di:j’g

9.3. Document signing

The procedure for document signing in Google Chrome is the same as the procedure
described in the chapter 5.2.

9.4. Collecting the diagnostic information
The procedure for collection of diagnostic information on Microsoft Windows

platform is the same as the procedure described in the chapter 10.2.

The procedure for collection of diagnostic information on Linux and Mac OS X
platforms is the same as the procedure described in the chapter 10.1.
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10. Collecting the diagnostic information

10.1. Web Signer application
In case of any problems with Web Signer application, it is possible to enable the
capturing of diagnostic information (enable logging).

Logging can be enable by right-clicking the Web Signer application icon displayed in
system tray and selecting “Diagnostics > Turn logging on” option.

Check for updates

Turn leggin on Diagnostics +

Browse logs Quit

ENG %16 PM

B D A opzon B

Figure 10-1 Enabling application logging

Logs are recorded into a several files located in “WebSignerLogs” directory that is
automatically created in the documents directory of currently logged-on user.

Content of “WebSignerLogs” directory can be displayed by selecting “Diagnostics >
Browse logs” option from the context menu.

Logging can be disabled by selecting “Diagnostics > Turn logging off” option from
context menu.

10.2. ActiveX version of Web Signer

In case of any problems with ActiveX version of Web Signer, it is possible to capture
diagnostic information with freely available application called “Sysinternals
DebugView” that can be downloaded from the following address:

https://docs.microsoft.com/en-us/sysinternals/downloads/debugview

DebugView needs to be started before the main window of Web Signer is displayed.
Diagnostic information will be displayed in DebugView without the need for any
further configuration.
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% DebugView on \\DPCO15 (local) - O
File Edit Capture Options Computer Help

lcEdd | 4 &= BET| 9P | #

% Time Debug Print 6
177 14.45520496 [2748] #=gi3liowJzh3s3VIbii3Tpro3RFh9rMAKOEaGEGxQErth=. $=gENelLkWltfS5JcO9R4IxEHEYrE
178 14.45689011 [2748] 1 131iowdzh3=25VIbii3ZTpro3RFh9rMAKOEaGEGxQEC LA QENeLkW1tf5JcSR4IXEHEYIE
179 14.45725060 [2748] #=gi3liowJzh3s5VIbii3Tpro3RFhIrMAKOEaGSGRQECLa: gqENeLkW1tf5JcSR4IXEHEYrE
180 14.45762539 [2748] #=gi3liowJzh3s5VIbii3Tpro3RFhIrMAKOEaGSGRQETLA: gqENeLkW1tf5JcSR4IXEHEYrE
181 14.45775795 [2748] #=gi3liowJzh3s3VJIbii3Tpro3RFh9rMAKOEaGSGRQECthA=. #=qENeLkWltf5JcIR4IxEHEYIE
182 14.45823097 [2748] #=gi3liowJzh3s3VJIbii3Tpro3RFhIrMAKOEaGSGRQECthA=. #=qENeLkWltf5JcIR4IxEHEYIE
183 14.45851040 [2748] #=gi3liowJzh3s$VJIbii3Tpro3RFh9rMAKOEaGSGRQItLA: gkSEBvDS1tglnKURNChE$oac
184 14.45934677 [2748] #=gi3liowJlzh3s$VJIbii3Tpro3RFhoOrMAKOEaGSGROEttA=, $=q$14yvpvYnUFSéplHe8EHuZg=
185 14.46006775 [2T748] #=qaLAl_9PprWCEEG_VLklkkENESOIjhulsBdupSNHXKI gDT7GKEREUFgafhlDEXJIVRILSY
186 14.46099281 [2748] #=qgi3liowJzh3siVIbii3Tpro3RFhIrMAKOEaGEGRQEttA=. $=gzntGfhzkTtmPaVkwvuSWHeR
187 14.46112728 [2748] #=qgi3liowJzh3s8VIbii3Tpro3RFhIrMAKOEaGEGrQfcth=. $=gzntCGfhzkTtmPaVkwvuSWeR
188 14.46488380 [2748] #=gi3liowJzh3s5VIbii3Tpro3RFhIrMAKOEaGEGxQEtLh: gPnBl1ZWt=s5BX8aSaml1DRBij0
189 14.46504593 [2748] #=gi3liowlzh3s:5VIbii3Tpro3RFhIirMAKOEaGEGrQEtth=. $=gk5BEvDS1tglm¥URNChESoac
190 14.46525764 [2748] #=qi31iowJzh3s$VJIbii3Tpro3RFhOrMAKOEaGSGxQEttA=. $=qS14ypvYnUFSéplHe8EHuZg=
191 14.46549892 [2748] #=qaLAl_9PprHCBBG_VLklkkENSSOIjhuls%dupSNHXKI gDT7GEBhEUFgaf1DExJvR31i5v
192 14.48574211 [2748] #=gi3liowJzh3=2:5VIbii3Tpro3RFnorMAKOEaGEGRQECth: gzntGEAz KT cmPaViowruSWHMeR
193 14.46791458 [2748] #=qi3liowJzh3s$VIbii3Tpro3RFhorMAKOEaGSGRQEtLA: qaMm31RoEQREDSOKHGCT ZY o=
194 14.46896935 [2T748] #=qiSlioszthSVJbiiSTpIoSRFhQIHAKOEaGSGfottA=.#=quw_RNPAXyX57YSSBeit0Q=
195 14.48093819 [2748] #=qi3liowlzh3s8VJbii3Tpro3RFhorMAKOEaGSGROEtth=. f=qoMm31RoKQhEDSO0KHaCTZY o=
196 14.489222469 [2748] #=qi3liowlzh3s5VJbii3Tpro3RFhOrMAKOEaGSGXQEtth: qrFw RNPAXyXSTYS3Beit0Q=
197 14.48267101 [2748] #=qi3liowJzh3s5VJbii3Tpro3RFhorMAKOEaGSGXQEtth: g5lyQrtewerr5373XFQUDsh=
198 14.50014782 [2748] #=gi3liowJzh3s5VJIbii3Tpro3RFh9rMAKOEaGSGQEctA=. #=qrFw_RNPAXyX5TYS$3Beit0Q= -
< >

10.3.

Figure 10-2 Diagnostic information displayed in DebugView

JAVA applet Web Signer

In case of any problems with JAVA applet version of Web Signer, it is possible to
capture diagnostic information with standard logging subsystem of JAVA platform.
Rest of the text in this chapter assumes the logging will be directed into
“C:\logs\WebSigner.log” file.

As a first step, you need to create a “C:\logs\logging.properties” file with the
following content:

handlers=java.util.logging.ConsoleHandler,

java.util

sk.disig.level=ALL

java.
java.
java.
java.
java.

util.
util.
util.
util.
util.

ConsoleHandler.level=ALL
FileHandler.level=ALL

FileHandler
FileHandler
FileHandler

logging.
logging.
logging.
logging.

logging. .append=true

.logging.FileHandler

.formatter=java.util.logging.SimpleFormatter
.pattern=C:\\logs\\WebSigner.log

Next, you need to run “Java Control Panel” application from the “Start > Settings >
Control Panel > Java” menu.
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(& Java Control Panel = =

General | Update | Java | Security | Advanced

View and manage Java Runtime versions and settings for Java applications and applets

QK Cancel Apply

Figure 10-3 Java Control Panel

Click “View” on the “Java” tab to view “Java Runtime Environment Settings”
settings.

| £ Java Runtime Environment Settings
System
Platform  Product  Location Path Runtime Parameters  Enabled
1.8 18.0_51 |nttp:ffiava.s... [c:\Program Fies (x3... | |
Find Add Remove
oK Cancel

Figure 10-4 Java Runtime Environment Settings
Enter the following text in the "Runtime Parameters” section:
-Djava.util.logging.config.file=C:\\logs\\logging.properties
You need to confirm the changes in all windows by clicking “OK” button.

The next time JAVA applet version of Web Signer is executed, the diagnostic
information should be collected into the “C:\logs\WebSigner.log” file.
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11. Known issues

11.1. Application does not start in Safari 12

Beginning with Safari version 12, support has ended for all NPAPI plugins including
JAVA plugin required to run Web Signer. Because of that, Web Signer application
currently cannot be used in Safari 12 and affected Mac OS X users are advised to use
Web Signer application in Mozilla Firefox or Google Chrome browser until the issue
is resolved.

11.2. Extension gets disabled in Microsoft Edge

Depending on the exact version of Windows 10 operating system, Microsoft Edge
browser may automatically disable “Disig Web Signer 1.0.7” extension. It usually
informs the user about this activity on its next startup by displaying information
panel in the bottom part of its window.

We've turned off extensions from unknown sources. They might be risky so we recommend

e Rl Turn on anyway Keep them off X

Figure 11-1 Edge disables the extension

Extension can be manually enabled before the signature creation using the browser
menu “... > Extensions”.

Extensions s
“ Disig Web Signer 1.0.7 08
'@ o

From an unknown source

Figure 11-2 Enabling the extension in browser settings
11.3. Error when selecting signing certificate in Safari

Error dialog with phrases “dlopen” and “no suitable image found” present on the
first line of the message in the details pane may be displayed during the selection of
signing certificate in Safari browser on Mac OS X platform.
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Operation failed. Please contact service provider if problem persists.

OK Details ==

: cIIoEeri(,ufusr,uflol:al.flibflibcardosl1.d\,rlib, 1): no suitable image found. Did find:
usr/local/lib/libcardos11.dylib

‘Worker.java:832)
2)
‘ormed(SwingWorker.java:842)

Figure 11-3 Error during the selection of signing certificate

This error usually indicates that additional permissions need to be manually granted
to Web Signer so it can access PKCS#11 libraries stored on local disk. This action
needs to be performed in the settings of Safari browser which are accessible via
“Safari > Preferences” menu.

&} Security

General Tabs AutoFill Passwords Search Security Privacy Motifications Extensions Advanced

Fraudulent sites: Warn when visiting a fraudulent website

Web content: Enable JavaScript
Block pop-up windows
Allow WebGL WebGL Settings...

Internet plug-ins: Allow Plug-ins Plug-in Settings... ?

Figure 11-4 Safari Settings

On “Security” tab click “Plug-in Settings...” button.
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%

Java
Version Java 8 Update 111... Java

Allow websites to use this plug-in with the settings below:

Configured Websites

di: zep.disig.sk I On

<>
—

<

When visiting other websites: On

Done

Figure 11-5 Granting permissions

Select “Java” plugin from the list in left pane and then web site working with Web
Signer (e.g. zep.disig.sk) from the list in right pane and continue by clicking “On”
button with the ALT key pressed.
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Security

59

] 1E k—""\ NN [

General Tabs AutoFill Passwords Search Security Privacy Motifications Extensions Advanced |

Java
L
@ Wersion Java 8 Update 111... Java
Allow websites to use this plug-in with the settings below:
Configured Websites Ask
Off

NIt zep.disig.sk ~ On
Run in Safe Mode

When visiting other websites: On

Figure 11-6 Granting permissions to specific website

Uncheck "Run in Safe Mode" option in the displayed menu.

Are you sure you want to trust the website
“zep.disig.sk" to run "Java" in unsafe

@ mode?

Plug-ins running in unsafe mode can access your
personal documents and data.

Figure 11-7 Granting permissions to specific website

Confirm the selection by clicking the "Trust” button and save the changes by clicking
“Done” button.
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12. Technical support

The general terms and conditions for technical support apply to Web Signer
application. Additional limitations and/or extensions may be defined in a separate
service contract concluded between the application producer and the user.

Recommended procedure for contacting technical support:

m contact technical support via e-mail: support@disig.sk
m include the exact description of the problem

m attach screenshot of application and/or error

= include your contact details
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